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Preparation

• Annual FusionVM PCI Portal Access

› Utilize the complete Web-based reporting function of

FusionVM PCI to manage risk continually throughout the year

› Assign, track and validate remediation activities using

the FusionVM PCI Remediation Management 

workflow capability

• Unlimited Pre-Scanning Access—For 30 days prior to each

Formal Certification Scan, gain full access to the FusionVM

scanning feature and use the PCI vulnerability rating format

to know your compliance level before the formal scan.

• Annual Early Warning Alert Service between Quarterly

Formal Certification Scans

› Delivers same day alert feeds on newly emerging vulner-

abilities as applicable to your PCI Scope IP addresses. 

› These alerts are driven passively off of the current asset

baseline and occur automatically without requiring an

active scan to provide proactive risk management over

and above the Quarterly Certification Scans scanning. 

Certification

• Quarterly External Formal Scans—Approved Critical Watch

personnel guide you through every step of the certification

process. Under the updated PCI DSS v1.1 the process includes

steps such as verifying IP address ranges, validating

connectivity and tuning the scan to meet the new specification.

Each Certification Scan provides the following benefits: 

› Validates PCI scope IP addresses

› Assesses PCI scope IP addresses for vulnerabilities using

FusionVM’s extensive vulnerability database covering

thousands of operating systems, applications and

device types

FusionVM PCI

Security, Risk, and Compliance Management

Critical Watch – PCI Certification Scanning Services

OOvveerrvviieeww

Critical Watch is an Approved Scanning Vendor (ASV) certified under the PCI Data Security Standard v1.1. Leveraging the

FusionVM Software-as-a-Service (SaaS) infrastructure, the Critical Watch PCI Preparation and Certification Services not only enable

merchants and service providers of all levels to fulfill the requirement for quarterly network scans but also provide access to the

FusionVM portal for performing informal pre-scans, viewing reporting, performing remediation workflow and receiving relevant

same day alerts throughout the year. This embeds the PCI standard as business practices to achieve compliance and reduce risk.

PCI



• Formal PCI Formatted Reports for Submission 

to Acquirer—Critical Watch generates and delivers

official PCI certification reports to your organization and

holds accredited archives for validating future requests for

historical PCI scan information.

› Determines Compliance Status—Summary and detailed

reporting displays compliance status, as well as

vulnerability summaries, technical detail, mitigation steps

and asset profile detail
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Critical Watch is a leading provider of patented security risk

management and compliance solutions that enable a

comprehensive business process for integrating vulnerability

management and security configuration policy compliance across

the enterprise. In addition to its FusionVM suite of appliance-based

and Software-as-a-Service (SaaS) -based solutions, Critical Watch

provides PCI Compliance services as an Approved Scanning

Vendor. Critical Watch clients are Global 2000 enterprises

across verticals such as healthcare, financial services, state and

local government, ecommerce and manufacturing. FusionVM

empowers organizations to:

• Efficiently and effectively manage business critical risks

across the enterprise.

• Establish better visibility, measurability and control over

their security function.

• Coordinate and embed a preventive process across 

all operational groups

• Validate regulatory and policy compliance.

To learn more, contact us toll-free at 1-866-525-8680, or

email us at info@criticalwatch.com.
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